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Bristol City Council Children’s Centres
Early Education and Childcare

Online Safety Policy
This policy is for the centrally managed (by Bristol City Council Early Years Service) early education and childcare provision in our Children’s Centres.

This policy applies to all members of the Children’s Centre community (including staff, children, pupils, volunteers / students, parents / carers, visitors, community users) who have access to and are users of Children’s Centre digital technology systems, both in and out of the setting.
This Online Safety policy aims to clarify the responsibilities of management, staff and service users when using cameras, mobile phones, computers, smart watches and game consoles within the setting, to safeguard children’s welfare in relation to the above areas, minimise the risk of harm and fulfil legal duties in relation to personal data and other areas.
Information and Communications Technology (ICT) is seen as playing an important role in the everyday lives of children, young people and adults. Consequently, educational settings need to build in the use of these technologies in order to arm our children and families with the skills to access life-long learning and employment. ICT covers a wide range of resources, including web-based and mobile learning. It is also important to recognise the constant and fast paced evolution of ICT within our society as a whole. Currently the internet technologies children and their families are using both inside and outside of the Children’s Centre include: 
· Websites
· Learning Platforms and Virtual Learning Environments
· Email and Instant Messaging
· Chat Rooms and Social Networking 
· Blogs and Wikis
· Podcasting
· Video Broadcasting
· Music Downloading
· Gaming
· Mobile/Smart phones with text, video and/or web functionality
· Smart watches with text, video and calling functionality
· Other mobile devices with web functionality

Whilst exciting and beneficial both in and out of the context of education, much ICT, particularly web-based resources, are not consistently policed. All users need to be aware of the range of risks associated with the use of these Internet technologies. 
This policy is inclusive of both fixed and mobile internet technologies provided by the centre (such as PCs, laptops, webcams, whiteboards, digital video equipment, etc.); and technologies owned by families and staff, but brought onto the Setting’s premises (such as laptops, mobile phones, camera phones and portable media players, smart watches etc.).

Monitoring and Review
Technology in this area evolves and changes rapidly; this policy will be reviewed at least annually.
The policy will also be revised following any national or local policy requirements, any child protection concerns or any changes to the technical infrastructure
This policy, supported by the Centre’s Acceptable Use Agreement for staff, visitors and children, is to protect the interests and safety of the whole community.
This policy works in conjunction with the following policies: 
· Complaints
· Equalities, 
· Health and Safety 
· Safeguarding
This Online Safety policy has been written by the Centre, in conjunction with advice from Bristol County Council (BCC), and government guidelines. It has been agreed by the Senior Leadership Team and Staff Teams at the Children’s Centres. 
The Online Safety policy and its implementation will be reviewed annually.

Roles and Responsibilities
Senior Leadership Team
The Senior Leadership Team is responsible for ensuring the overall safety (including Online Safety) of members of the setting’s community.

The Senior Leaders are responsible for:
· Nominating a member of the team in each centre to be the Online Safety Lead.
· Ensuring that all relevant staff receive suitable CPD to enable them to carry out their Online Safety roles and to train other colleagues, as relevant
· Ensuring that there is a system in place to allow for monitoring and support of those in the setting who carry out the internal Online Safety monitoring role.  This is to provide a safety net and also support to those colleagues who take on important monitoring roles.
· Liaising with the Local Authority
· Liaising with the setting’s ICT Provider (BCC)
· Following procedures in the event of a serious Online Safety allegation being made against a member of staff.
· Receiving regular updates through attendance at external training and reviewing guidance documents released by relevant organisations.

Designated Safeguarding Lead 

The Children’s Centres Designated Safeguarding Lead will take on the role of the Online Safety Leader with responsibility for the Online Safety Policy and Procedures. 

Their duties will include:
· Reviewing the setting’s Online Safety Policy/documents.
· Ensuring that all staff are aware of the procedures that need to be followed in the event of an Online Safety incident taking place.
· Providing training and advice for staff as appropriate.
· Receiving reports of Online Safety incidents
· Creating, maintaining and reviewing a log of incidents to inform future Online Safety developments.

The Designated Safeguarding Lead will be trained in Online Safety issues and be aware of the potential for serious child protection / safeguarding issues to arise from:
· sharing of personal data
· access to illegal / inappropriate materials
· inappropriate on-line contact with adults / strangers
· potential or actual incidents of grooming
· online-bullying

ICT Provider
Bristol City Council ICT is responsible for ensuring all relevant technical infrastructures including filtering are in place, secure and are not open to misuse or malicious attack.
Users in the Children’s Centres may only access the networks and devices through a properly enforced password protection policy, in which passwords are regularly changed.



Children’s Centre Staff Team
All staff working in the Children’s Centres are responsible for ensuring that:
· They have an up to date awareness of online safety matters and of the current Children’s Centre Online Safety Policy and practices.
· They have read, understood and signed the Staff Acceptable Use Policy / Agreement (AUP).
· They report any suspected misuse or problem to the Senior Leadership Team for investigation.
· All digital communications with parents / carers should be on a professional level and only carried out using official school systems. 
· Online safety issues are embedded in all aspects of the curriculum and other activities.
· They monitor the use of digital technologies, mobile devices, cameras, smart watches etc in Children’s Centre activities and implement current policies with regard to these devices.

The Senior Leadership Team will ensure that the following is in place for staff:
· Regular information and training on Online Safety issues at staff meetings.
· An understanding of and signing the Acceptable Use Agreement as part of their Induction.

Parents and Carers
Parent/carers play a crucial role in ensuring that their children understand the need to use the internet / mobile devices in an appropriate way. The Children’s Centre will take every opportunity to help parents understand these issues through parents’ evenings, newsletters, letters, website and information about national / local online safety campaigns / literature.  Parents and carers will be encouraged to support the Children’s Centre in promoting good online safety practice.
Parents/carers will:
· Sign the Acceptable Use of IT Agreement if they use the internet in the setting. 
· Decide as to whether they consent to images of their child being taken/used on the setting’s website.
·  Be made aware of useful information and links to sites like Thinkuknow, Childline, CEOP and the CBBC Web Stay safe page, and other Online Safety information through newsletters, the website and information displayed in the centres.


Community Users
Community Users who access Children’s Centre systems / website / Learning Platform as part of the wider Children’s Centre provision will be expected to sign an Acceptable Use Agreement before being provided with access to Children’s Centre systems.  
Communications
When using communication technologies the Children’s Centre considers the following as good practice:
· The official Children’s Centre email service may be regarded as safe and secure and is monitored. Users should be aware that email communications are monitored.  Staff should therefore use only the Children’s Centre email service to communicate with others when in work or on work systems (e.g. by remote access).
· All users must immediately report, to the nominated person – in accordance with the Children’s Centre policy, the receipt of any communication that makes them feel uncomfortable, is offensive, discriminatory, threatening or bullying in nature and must not respond to any such communication.  
· Any digital communication between staff and parents / carers (email, social media, chat, blogs, VLE etc) must be professional in tone and content. These communications may only take place on official Children’s Centre systems. Personal email addresses, text messaging or social media must not be used for these communications.

Data Protection
The Children’s Centres are managed and run by Bristol City Council therefore they follow and adhere to BCC relevant policies and procedures.
The following policies and procedures are in place:
· Data Protection Policy
· Privacy Notice – Children’s Centres
· Privacy Notice – Free Early Education Entitlement.

Copies of these documents can be found on the Bristol City Council website or in the Children’s Centres Policy and Procedures Folders. 
Mobile Technologies
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Staff should not use the Children’s Centre computer/laptop for personal use. The Children’s Centre will ensure that all programs used and websites accessed are appropriate and that children are not able to access or download material which is unsuitable.
All Children’s Centre files that contain personal data will be stored appropriately and securely, e.g: password protected or locked away.
Staff should not forward any of the Children’s Centre work, files or information stored on the Children’s Centre computer/laptop to their home PC, unless, this has been agreed by the senior leadership as necessary practice for the setting. 
Any work taken home needs to be appropriately protected as if it were in the Children’s Centre and open to scrutiny by leadership.
Staff should not use any personal memory devices in the Children’s Centre computer/laptop. Memory sticks provided by the Children’s Centre should be used for work purposes only and should not be taken off the premises.
All ICT equipment should remain in the Children’s Centre at all times. This is to minimise the risk of computer viruses and for data protection purposes.
Practitioners should not access, copy, remove or otherwise alter any other user’s files, without their expressed permission. 
E-mail attachments should only be opened if they are from a source known and trusted, due to the risk of the attachment containing viruses or other harmful programmes.
Illegal or inappropriate materials MUST NOT be uploaded, downloaded or accessed.
Staff should ensure that Children’s Centre computer/laptop is used appropriately to avoid disabling or damaging equipment.



Digital and Video Images
Written permission from parents/carers will be obtained and documented before any images of children are recorded. This may mean that separate permissions are needed for:
· Evidence of EYFS tracking or play quality in the setting.
· Use of images on setting website or other publicity.
· Images recorded during events/ parties/ fundraising or outings.
Parents must be made fully aware of how any images of their children may be used or must have the right to decide if they wish their children to be photographed. 
Digital images will be stored in a separate file on the computer, which is accessed by Children’s Centre staff only. These images must be stored in accordance with data protection laws e.g.: password protected files, cameras and memory sticks locked away.
While using digital images, staff should be aware of the risk associated with taking, using, sharing, publishing and distribution of images.
Children’s Centre staff must only use the setting equipment: personal equipment must NOT be used to record images of the children.
Staff should be vigilant when taking digital/video images of the children to ensure that they are appropriately dressed.
Children’s full names/names will not be used anywhere on the settings literature
After a printed photograph is taken down it will be either stored in the child’s file, returned to the family or shredded
In the event of parents/carers wanting to take photographs for their own personal use, the Children’s Centre will announce that photographs taken are for private retention and are not to be made publicly available on social networking sites. Parents/ carers will be asked to sign a form agreeing to this when attending such events.
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Social networking Internet sites (such as Instagram, Twitter, Facebook, Snapchat) provide facilities to chat and exchange information online, but the online world is very different from the real one. 
The Children’s Centre requires that all users using social media adhere to the standard of behaviour as set out in this policy and other relevant policies. 
Parents, children and staff will be advised of the dangers of discussing children, staff or the setting on social networking sites.  

Digital communications by staff must be professional and respectful at all times and in accordance with this policy.
Staff, volunteers and students should not put details of their work on any form of social networking site and should not engage in any on-line activity that may compromise their professional responsibilities.
Photographs, names of, or comments about children within the setting must never be placed on any personal social networking site.
Adults working with children/young people should not correspond with Children’s Centre children/families through social networking sites.
The setting’s computer/laptop should only be used for setting related activities. All staff are aware that the use of social networking sites and newsgroups in the Children’s Centre will be blocked/filtered and not used for personal use.
If a journalist makes contact about posts made using social media staff must follow the Bristol City Council procedures before responding.

Unacceptable conduct, (e.g. defamatory, discriminatory, offensive, harassing content or a breach of data protection, confidentiality, copyright) will be considered extremely seriously by the Children’s Centre and will be reported as soon as possible to a relevant senior member of staff, and escalated where appropriate.

The Children’s Centre will take appropriate action in the event of breaches of the policy. Where conduct is found to be unacceptable, the Children’s Centre will deal with the matter internally. Where conduct is considered illegal, the Children’s Centre will report the matter to the police and other relevant external agencies, and may take action according to the disciplinary policy.
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· Ensuring that personal information is not published 
· Providing training including: acceptable use; social media risks; checking of settings; data protection; reporting issues. 
· Clear reporting guidance, including responsibilities, procedures and sanctions
· Risk assessment, including legal risk
Children’s Centre staff should ensure that:
· No reference is made in social media to children, parent/carers or any Children’s Centre staff.
· They do not engage in online discussion on personal matters relating to members of the Children’s Centre community. 
· Personal opinions should not be attributed to the Children’s Centre or Local Authority. 
· Security settings on personal social media profiles are regularly checked to minimise risk of loss of personal information.

Managing your personal use of Social Media:
· “Nothing” on social media is truly private
· Everything you put on social media is public
· Social media can blur the lines between your professional and private life. Don’t use the Children’s Centre logo and/or branding on personal accounts
· Check your settings regularly and test your privacy
· Keep an eye on your digital footprint
· Keep your personal information private
· Regularly review your connections – keep them to those you want to be connected to
· When posting online consider; Scale, Audience and Permanency of what you post
· If you want to criticise, do it politely.
· Take control of your images – do you want to be tagged in an image? What would children or parents say about you if they could see your images?
· Know how to report a problem
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Managing the Children’s Centre social media accounts
The Do’s
· Check with a senior leader before publishing content that may have controversial implications for the Children’s Centre
· Use a disclaimer when expressing personal views
· Make it clear who is posting content
· Use an appropriate and professional tone
· Be respectful to all parties
· Ensure you have permission to ‘share’ other peoples’ materials and acknowledge the author
· Express opinions but do so in a balanced and measured manner
· Think before responding to comments and, when in doubt, get a second opinion
· Seek advice and report any mistakes using the Children’s Centre reporting process
· Consider turning off tagging people in images where possible

The Don’ts
· Don’t make comments, post content or link to materials that will bring the Children’s Centre into disrepute
· Don’t publish confidential or commercially sensitive material
· Don’t breach copyright, data protection or other relevant legislation
· Consider the appropriateness of content for any audience of Children’s Centre accounts, and don’t link to, embed or add potentially inappropriate content
· Don’t post derogatory, defamatory, offensive, harassing or discriminatory content
· Don’t use social media to air internal grievances

All communications in the Children’s Centre should be transparent and open to scrutiny.


Children’s Centre Website
The Children’s Centre website is a valuable source of information for parents and potential parents but it must be managed to reduce any potential risks to families. 

The Children’s Centre will ensure that:
· Contact details on the Website will be the Children’s Centre address, e-mail and telephone number.
· Staff and children’s personal information will not be published particularly children’s names in association with photographs.
· The Senior Leadership Team will take overall editorial responsibility and ensure that content is accurate and appropriate.
· Consent from parents will be obtained before photographs of children are published on the Children’s Centre website
· Photographs published on the website, or elsewhere that include children will be selected carefully and will comply with good practice guidance on the use of such images.

Monitoring
 
Children’s Centre accounts must be monitored regularly and frequently. Any comments, queries or complaints made through any account must be responded to within 24 hours (or the next working day if received at a weekend) even if the response is only to acknowledge receipt.

Mobile Phones
· Staff will not have their private mobile phone on their person during work hours. In the Children’s Centre the use of mobile phones will be for business and emergency purposes and staff are not to be distracted from the care of children.
· Personal mobile phones and other photographic devices will be kept in a secure area away from where the children are accommodated.
· Staff may use their mobile phones during their designated breaks and in an area away from the children.
· The Children’s Centre contact number will be given as an emergency number in case any staff need to be contacted.
· Reception staff need to ensure that all visitor’s know they are not able to use their phones in the building or anywhere near children. 
· Parents will be asked not to use phones while on the premises. If they need to use their mobile phone they will be asked to do so away from the children. 

· Staff must never exchange mobile phone numbers with parents in their Children’s Centre (unless there is a specific purpose as stated below).
· Staff will be held responsible for the content and security of their own phones, e.g. access to web pages. 
· Images taken of the Children’s Centre or its children should be downloaded onto the Children’s Centre systems only. Images must not be downloaded onto any personal computer.
· Offsite on outings, mobile phones may be very useful. Where parent information is stored on a personal mobile for an outing this needs to be deleted after the outing is over. It is recommended for the senior member of staff to record this occurrence. Alternatively paper information may be taken on outings.
· All professionals should be reminded that phone cameras and photographs in general, can be used inappropriately. The Designated Safeguarding Lead or other staff will supervise the use of any camera within the vicinity of children on the Children’s Centre premises. All staff, regular volunteers and regular visitors using mobiles at the Setting will be asked to sign the ‘Acceptable Use Agreement’. 

Smart Watches

· Watches with inbuilt cameras are not permitted and should be treated as a phone and be locked away whilst on the premises.
· Watches with the ability to receive notifications, text messages and emails should have their blue-tooth switched off when the wearer is in the nursery room.



Incidents of Misuse

It is hoped that all members of the Children’s Centre community will be responsible users of digital technologies, who understand and follow policy. However, there may be times when infringements of the policy could take place, through careless or irresponsible or, very rarely, through deliberate misuse.  
It is important that any incidents are dealt with as soon as possible in a proportionate manner, and that members of the Children’s Centre community are aware that incidents have been dealt with. It is intended that incidents of misuse will be dealt with through normal disciplinary procedures.
The following instances would need to be reported to the police:
· incidents of ‘grooming’ behaviour
· the sending of obscene materials to a child
· adult material which potentially breaches the Obscene Publications Act
· criminally racist material
· promotion of terrorism or extremism
· other criminal conduct, activity or materials
Any complaint about staff misuse must be referred to the Senior Leadership Team.
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